Onspring

BLACKKITE

Get Third-party Insights in
Onspring with Cyber Risk
Intelligence from Black Kite

Improve business resilience by making informed
risk decisions across your entire cyber ecosystem




Reduce cyber
risk in one
integrated

system.

Black Kite delivers continuously updated, standards-based cyber
ratings. Onspring activates that information throughout your risk
management workflows.

What if your third-party risk management program When organizations integrate real-time and accurate
included reliable predictive insights and visibility into cyberrisk intelligence from Black Kite into Onspring,
over 34 million companies? What if cybersecurity security and risk management teams get one,
intelligence allowed your organization to make more consolidated view of data to action in real-time.
informed business decisions with straightforward,

defensible findings?

. . Communicate risk throughout the organization
Why integrate Black Kite? .
from with easy-to-understand letter grades
Black Kite is the leading cyber risk ratings system to calculated from 20 categories.

offer a holistic view— technical, financial and

complhanc‘e—of yO‘UI’ cyl?cer]r r:k postu‘re th;ough @ Trust your data that's sourced from commonly
seamless integration with the Onspring GRC used frameworks created by the MITRE corporation

platform. for scoring weaknesses consistently and
With Black Kite, organizations can scale their third- transparently.
party risk programs by referencing the largest global
footprint of data that provides immediate insight Measure risk in dollars and cents, using the
into their cyber ecosystems. With Black Kite Open FAIR"model to estimate the financial
intelligence, you can: loss in the case of a breach.

Learn more at: Onspring.com/blackkite Ons p Fl I"Ig BLACKKITE



https://onspring.com/automation/integrations/black-kite-integration/
https://onspring.com/automation/integrations/black-kite-integration/

Key Features

neeh Technical Cybersecurity Rating

Easy-to-understand letter grades and defensible data details behind 20 risk
categories. Know the likelihood of a ransomware attack to your organization
with the Ransomware Susceptibility Index®.

et Cyber Risk in Financial Terms

Calculate the probable financial impact of a breach based on the Open FAIRTM
model. Mature your TPRM by maintaining an acceptable level of loss exposure,
while clearly conveying the breadth of risk factors.

- Compliance Correlation

Meet compliance requirements within hours, using automated parsing
technology that maps to globally-recognized standards and frameworks.
Share compliance control items/questions with vendors for answers, which
are also mapped to other regulations and frameworks available in the system.

823, Executive Reporting

° Generate customized reports on the financial impact of cyber risk and -
remediation for compliance. Provide executive leaders with valuable insights

and prioritized tasks to make strategic remediation decisions and reach an )
improved cyber rating.
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How It Works

Onspring’s Black Kite
Integration

Before you get started, you'll want to confirm
that your Black Kite subscription is active and
that your organization has configured the Black
Kite integration in Onspring.

1 Install

Add the Black Kite integration to your
Onspring instance and any preconfigured
applications to get you up and running.

2 Capture

The cyber risk intelligence from your
designated third parties with Black Kite
syncs directly into Onspring, fueling
deeper understandings of your risks.

= Analyze

Black Kite updates your risk posture
automatically every time a threshold,
event or rating changes for your
immediate review.

‘3 Activate

Automate triggered notifications to
internal teams and third parties that
activate workflows based on Black Kite's
information.

-  Report
Continue to maintain and send accurate,
up-to-date reporting to executives, to
your board and to owners through
Onspring.




Once you install the Black Kite integration in your Onspring instance, you’ll be able to
configure information across many use cases in your organization.

Third-Party Risk Management

Black Kite provides cyber risk monitoring and quantification, allowing you to assess and manage
the risks associated with third-party vendors, suppliers and trading partners.

Automated Compliance Monitoring

Black Kite layers compliance reports with ratings tied to various standards such as NIST 800-
171, 1S0 27001 and 27002, PCI BSS, CCPA, CMMC, GDPR, HIPAA and more. This helps you ensure
you are meeting regulatory requirements and industry standards.

Ransomware Susceptibility Analysis

Reduce false positives and pinpoint threat actors with the Ransomware Susceptibility
Index, which helps you assess the likelihood of a ransomware attack, allowing you to
prioritize cybersecurity efforts and implement appropriate safeguards.

Ecosystem Monitoring

Black Kite's data connector in Onspring enables you to monitor your entire ecosystem of
third parties collectively, helping you to identify potential risks and vulnerabilities across
your supply chain and network.

For questions on getting started, contact us at:

Onspring.com/blackkite Onspring > BLACK KITE
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