Onspring

Third-party
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Intelligent Automation and Connected Data Platform
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Why choose Onspring for Third-Party Risk Management?

Despite your organization's internal efforts, external partners, vendors and their suppliers can inadvertently alter your organization's risk posture.
Protecting your organization means managing third-party risk throughout the relationship, not just during certification, by implementing monitoring
requirements that respond to risk events and maintain compliance with policies and regulations. That's why Onspring provides a systematic, risk-based
approach to manage the full third-party lifecycle and to manage individual engagements.

From risk profiling and inherent risk identification, through due diligence activities, to the remediation of documented observations, Onspring offers
end-to-end management. In addition, by utilizing one or more of our intelligence providers, organizations can establish continuous monitoring of
cyber and financial risks. Our proactive, dynamic, reliable workflows and reporting fully equip your enterprise to evaluate and manage risks effectively
and efficiently.

Eawrynrrwt Bwwa by Dot

- - - ]
- L ] - .
- R R ] - ™
. - - -
- oo - -
& L ] - -
M - oo - i
. LR - -
-
L]
L]
L]




Key Benefits for
Third-party Risk
Management

The Onspring
Difference

. Omni-data Connectivity
. Made to Scale Up and Out

No-code, Self-sustaining
Administration

Onspring aligns your enterprise with live views of critical data and people-
centered user experiences to enable a more valuable, more efficient and
more productive third-party risk management program. One system for all
assessments, all documentation, all remediation and all relationships.

Third-party lifecycle management for due diligence, onboarding,
contract review, performance monitoring and offboarding.

Analyze 4th party relationships and beyond to safequard data
through its entire journey.

Simplified intake captures all the data up front reducing back-
and-forth and questionnaire abandonment.

Real-time visibility into the risk assessment observations,
deficiencies, findings and associated remediation activities.

Multiple assessment methods so every third party can be
reviewed regardless of their willingness to submit surveys.

Comprehensive criticality ratings from evaluations and
monitoring services to manage cyber, financial and operational
third-party risks.

Direct tie between organizational controls and third-party
assessments for enterprise to monitor remediation efforts

An Adaptive, Integrated GRC Platform

Onspring was built to connect processes, data and teams across the
enterprise. With real-time visibility into risk posture, security controls
and accountability measures, Onspring gives organizations a complete
view of their governance, risk and compliance landscape. The platform
is fully configurable, allowing users to create automations, unify
workflows and scale their programs.



Onspring Al for Third-Party
Risk Management

Onspring Al takes on the due diligence workload, so third-party risk professionals spend less
time chasing vendor evidence and more time on the strategic risk decisions that protect the
business.

Read the SOC 2 report so you don't have to.

Onspring Al extracts the auditor's opinion - clean, qualified, adverse, or disclaimer - along with the
reasoning behind it, cutting hours out of manual report review.

Catch the failed answers before they slip through.

Onspring Al flags unacceptable responses in a third-party assessment and drafts the observation to
document, so nothing gets missed in along questionnaire.

Get a board-ready third-party risk summary instantly.

Onspring Al rolls up every engagement and observation into a concise executive summary, so
leadership sees vendor risk without digging through the file.



Platform Features

Live reporting
Real-time data aggregation in tables, graphs
and maps that drill directly to details

Formulas
Calculate values from multiple data records and

APIs to measure real-time status or risk posture

Task management
Assign individual tasks and track completion by
team member, due date, budget and priority

Make it your Own
Edit and create new workflows and reports on
your own without IT or dev resources

Real ROI

increase in
employee efficiencies

®

Executive dashboards
Deliver insights and communicate activities in
a role-based command center

Surveys
Send assessments, attestations and surveys
on an automatic schedule or ad hoc

Integrations
Consolidate third-party monitoring services
and your favorite tech
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End-to-end management
Unify all angles of your GRC ecosystem to fully

access, prioritize, manage and monitor

ever-evolving risks and compliance

reduction in
redundant tasks

Data references
Relate data points to impacted policies, contrals,
requirements, regulations, and frameworks

Access control
Set permissions by user to create,
read-only, edit and delete

Ready-made
Start immediately with out-of-the-box
workflows and reports; just add your data

©

Connected
Connect with any team or any
technology in your enterprise

wait to update

workflows and reports



Onspring Customer Success

“We use Onspring for our entire third-party risk management program. Everything from new vendor intake to vendor renewals, to annual security
assessments, initial assessments, documentation, and auditing - it's all done through Onspring. We've been able to reduce our peaple hours by
over 70%, which was a huge win.”

- H&R BLOCK

“Considering our organization was not previously utilizing a GRC platform, Onspring has significantly matured our risk program for third parties.
Onspring’s customer success team has been incredibly helpful and considerate of our team’s needs.”

- CENTURA HEALTH CORPORATION
“Onspring has been a key resource for our organization for Supplier Risk Management, SOX compliance, and 1S027001/2 compliance and

certification with executive-level reporting. The Onspring team has been exceptionally supportive since implementation, never failing to deliver a
promise on a deadline whenever called upon. Our organization plans on continued usage of the platform for the foreseeable future.”

- COMMSSCOPE/ARRIS
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Onspring is transforming the way enterprises
automate their business processes to stay
ahead of risk.

Onspring is a connected, adaptive GRC platform designed to unify processes, data and
teams across the enterprise. Achieve comprehensive, real-time visibility into your risk

posture, security controls and compliance status, transforming scattered information
into actionable intelligence.

Trusted by organizations across diverse industries, Onspring modernizes GRC, moving
beyond fragmented, reactive approaches to integrated, proactive oversight.

Onspring onspring.cam


https://www.onspring.com/
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