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Executive Overview

In the healthcare sector, governance, risk and

compliance (GRC) are critical to ensuring data

security and regulatory adherence. Traditional GRC
methods often struggle with the complexity and
volume of data, leaving organizations vulnerable to
threats and non-compliance. This white paper
presents a roadmap for adopting Al-driven GRC
solutions, offering insights on overcoming
implementation challenges and maximizing long-
term benefits for improved healthcare operations
and security.

Introduction —

Cyber threats in the healthcare sector are becoming
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®
®
°
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increasingly sophisticated, making it essential to

adopt advanced technologies to safequard sensitive

patient data and maintain compliance with regulatory o ©O

requirements. One such technology is artificial T

intelligence (Al), which holds tremendous potential in

revolutionizing healthcare cybersecurity. However,
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integrating Al into healthcare cybersecurity requires
a strategic approach, one that aligns with GRC
programs.

This white paper explores how Al can be effectively
. . . . Plus, we will examine the importance of a
integrated into healthcare cybersecurity, addressing P
. Lo comprehensive healthcare compliance
key areas where GRC innovation is mandatory. From P W -
L - . checklist that accounts for the specific
the cybersecurity implications of precision medicine

and personalized health data to the growing need for S E A S IEN S S S e e

rising risks posed by third-party vendors and

continuous compliance monitoring, the landscape is

. . business associates in the Al space.
quickly changing.
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Problem Statement

The healthcare sector faces escalating cybersecurity threats, particularly as digital health
technologies, including Al, become more integrated into clinical and operational practices. By 2034, Al
in healthcare is expected to become a market worth $613.81billion. However, traditional cybersecurity
and compliance strategies are struggling to keep pace with the rapid advancements in Al-assisted
healthcare, creating a significant gap in the industry’s ability to effectively mitigate emerging risks.

Proposed Solution

Implementing Al-driven GRC strategies that use real-time data analytics, automated risk assessments
and predictive insights can significantly enhance cybersecurity measures and reduce operational
risks in healthcare settings.

The Cybersecurity Implications of Precision
Medicine and Personalized Health Data

Precision medicine and personalized health rely on an unprecedented amount of sensitive patient data, from genetic
profiles to medical histories and real-time monitoring through wearable devices. While this data fuels life-saving
treatments and predictive insights, it also paints a potential target on healthcare systems for cybercriminals.
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The interconnected nature of healthcare technology

amplifies these risks. Electronic health records (EHRSs),
cloud-based data storage and Internet of Things(loT)
devices create multiple vectors for potential
cyberattacks. Even a minor vulnerability can expose entire
networks to ransomware and unauthorized data access,
leading to significant financial and reputational damages.
In fact, 2023 was the year when healthcare data breaches
reported to the Office for Civil Rights (OCR) were the
highest compared to past years. The OCR got reports of
725 data breaches in which over 133 million records were
either impermissibly disclosed or exposed.

Improper Disposal Incidents (2009-2024)
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The growing use of Alin precision medicine adds
another layer of complexity to the cybersecurity
landscape. While Al systems can strengthen defenses
through anomaly detection and automated threat
responses, they also process massive amounts of
sensitive information, making them a lucrative target
for cybercriminals. A compromised Al system not only
risks exposing patient data but also disrupts the
delivery of critical care, such as misdiagnoses or
treatment delays due to tampered algorithms.

So, there’s a dire need to adopt a multi-layered
cybersecurity strategy that includes robust encryption
and reqular vulnerability assessments. Collaboration
with government bodies and industry regulators is also
imperative to establish standardized protocols for
keeping patient data safe.

Laws like the Health Insurance Portability and
Accountability Act (HIPAA)in the United States and the
General Data Protection Requlation (GDPR)in the
European Union demand rigorous compliance, yet
traditional cybersecurity measures often struggle to
keep up with the dynamic threats targeting healthcare
systems.

While HIPAA sets national standards for the protection
of health information, covering areas such as data
privacy, security and the sharing of EHRs, GDPRis a
regulation that governs data protection and privacy for
all individuals within the European Union. It aims to
give individuals greater control over their personal data
while simplifying the requlatory environment for
international business. Both requlations emphasize the
need for organizations to implement strong security
measures to protect sensitive data.
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From the cybersecurity
implications of precision
medicine and personalized
health data to the growing
need for continuous
compliance monitoring,
the landscape is quickly

changing.




Compliance: Beyond
Checkbox Mentality

The current healthcare GRC requires that you move
away from the “checkbox mentality.” That means that
meeting requlations is no longer enough. It's also
imperative to understand their broader implications.
Simply ticking boxes to comply with regulations may
address the letter of the law but often fails to address
the spirit behind it (i.e., protecting patients and
maintaining ethical operations). An in-depth
understanding of compliance frameworks can help
organizations improve resilience against cyber

threatsin the long run.

The shift from rule-based to principle-based
compliance is mandatory today. Since the latter is
more flexible and is built around principles like
accountability and patient rights, it encourages
healthcare organizations to focus on the underlying
purpose of requlations (e.g., protecting patient
privacy) rather than simply fulfilling specific legal
requirements. Such a system also sets the foundation
for incorporating compliance into day-to-day
operations rather than merely reacting to audits and
inspections.

However, manual compliance may be difficult when
adopting a principle-based approach. Al-powered
tools can automate compliance monitoring by
detecting deviations from established protocols and
flagging potential issues before they become
violations. These tools can also monitor access to
patient data, automatically alerting compliance
officers if unauthorized personnel attempt to access
sensitive information.
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Al tools further automate reporting and
documentation, reducing the healthcare

organization’s administrative burden.

The World Health Organization (WHO) released
considerations for regulating the use of Al in
health, covering the following five areas:

Transparency and Documentation:
Document product lifecycle and
development processes.

Risk Management: Address intended
use, learning, human interventions,
model simplicity and cybersecurity.

External Validation: Validate data and
clarify Al'sintended use.

Data Quality: Evaluate systems
pre-release to avoid bias and
errors.

Regulatory Compliance:
Understand GDPR, HIPAA and
jurisdiction/consent requirements.

These guidelines can help healthcare
stakeholders prepare for compliance with future
Al requlations. Healthcare organizations can
also develop in-house processes to track the
development and deployment of Al tools to meet
these forthcoming standards.
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Analysis of Third-Party Risk

(Business Associates)in Al
in Healthcare

According to Statista, only 9% of healthcare organizations have been using Al models for more than five years, while
19% are still in early-stage adoption. Most of these organizations rely on third-party vendors and business associates
for Alimplementation and support. However, this presents significant risks related to data privacy and compliance,
particularly in relation to HIPAA and internal policies.

What is the stage of Al adoption in your organization?

Sophisticated: Al models have been in
production for 5+ years

Mid-Stage Adoption: Al models have
been in production for 2-4 years

Early-Stage Adoption: Al models have
been in production for less than 2 years

Experimenting & Developing: Al models
not yet in production

Evaluating Al use cases

Not actively considering Al as a business
solution
0 5 10 15 20 25 30

% of Al Adoption in Healthcare

26

Source: Healthcare Al Adoption
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Healthcare organizations are (and should be)
navigating these risks using the following strategies:

Third-Party Risk Assessments

An organization conducts thorough risk

assessments of third-party vendors(and
beyond) to evaluate their HIPAA
compliance efforts and ensure their data-
handling practices align with business
needs. The assessments also help them
understand potential risks and develop
appropriate mitigation strategies.

Access Controls

Healthcare organizations implement

strict access controls to ensure that
sensitive data is only accessible to
authorized individuals.

Business Associate Agreements (BAAs)
Tightening BAAs with vendors is
important to mandate compliance. These
agreements should be updated to address
Al data usage and security concernsin
accordance with HIPAA and other privacy
regulations.

(o,

Al Audits and Impact Assessments
Al-specific audits can assess how Al systems
used by third parties impact data privacy and
security. These audits help identify potential
risks, such as biased Al models or inaccurate
data predictions, which could violate patient
rights or lead to compliance breaches.

Data Minimization and Purpose Limitation
Organizations can implement strict data
minimization policies so that third-party
vendors only collect, process and store the
minimum amount of data necessary for the
specific Al tasks outlined in their contracts.

o——
L
@
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> The GRC Ecosystem:
Integrating Stakeholders
in a Data-Driven World

Using GRC strategies for Al-powered clinical decision
support systems and precision medicine cannot be
completely successful without collaboration between
IT, clinical staff, data scientists and patients. All these
stakeholders must work in sync to facilitate data
security, compliance and empowerment for all involved
parties. The following actionable steps depict how you
can make this work:

Establish Cross-Disciplinary Teams

85:8@8 Create task forces thatinclude IT
professionals, clinical staff and data
scientists to address data governance,
security and Al deployment challenges.

Align Objectives

@/)6 Every team should understand the

organization’s data governance goals,
emphasizing security, risk management,
compliance and patient-centered outcomes.

Data Stewardship Education

f Provide joint training sessions on data
stewardship, HIPAA compliance and
cybersecurity risk management to help all
stakeholders understand their roles in
protecting patient data.

4, Collaborative Decision-Making

‘@‘ Implement processes where clinical, IT
and data teams can review and co-develop
data-driven initiatives so that Al
applications align with both clinical
outcomes and privacy standards.
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Healthcare Compliance
Checklist

The following checklist can help you stay compliant
with reqgulatory guidelines in the healthcare
industry, particularly as they relate to Al:

l:l Include intervention if possible when Al
predictions or actions deviate from
expected outcomes.

|:| Address and minimize bias and errors in Al
models before implementation.
Regularly assess compliance with GDPR,
HIPAA and other relevant data protection
laws.

Set processes for implementing dynamic
consent models in healthcare data sharing.
Engage with relevant healthcare requlators
throughout Al development and
deployment.

Monitor Al systems post-deployment for
compliance and performance.

Maintain thorough records of all
compliance-related activities, including
data handling procedures, security

measures, training programs and audits.
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Innovative GRC
Strategies for the

Future of Healthcare

Going forward, healthcare organizations need to
evolve GRC strategies to make them proactive,
patient-centered and aligned with regulatory shifts to
create an ethical and sustainable healthcare system.
The following strategies assist in perfecting this
healthcare GRC framework:

1. Develop Dynamic Consent Models for
Precision Medicine Research

Dynamic consent models provide patients with
greater control over how their health datais usedin
research, especially in precision medicine. It moves
away from static, one-time consent forms, allowing
patients to adjust their consent preferences over time
in response to new research initiatives or changesiin
how their datais used.

Actionable Takeaways:

v Implement a dynamic consent platform that
allows patients to easily manage and update their
consent preferences in real time.

v/ Educate patients on the flexibility of the consent
model and make sure they understand how their
data will be used in different phases of research.

2. Create “Digital Twins” for Cybersecurity
Scenario Planning

Digital twins in cybersecurity are virtual replicas of
systems or environments that simulate real-world
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conditions to predict how security breaches or other
threats might unfold. In healthcare, this approach can
create avirtual model of an entire IT infrastructure,
including patient data systems and security protocols.
Organizations can then run attack scenarios to identify
potential vulnerabilities and prepare effective
responses.

Actionable Takeaways:

v Conduct regular scenario-planning exercises
using digital twins to test security protocols and
response strategies in various threat conditions.

v Integrate digital twin insights into real-time
security monitoring systems to anticipate
emerging threats.

3. Establish Cross-Functional Al Ethics
Committees

Al ethics in healthcare data governance is a complex
issue requiring input from multiple stakeholders.
Organizations should establish cross-functional
ethics committees that include representatives from
IT, legal, data science, ethics, compliance and patient
advocacy. The committee should also oversee
compliance with relevant requlations, helping
healthcare organizations avoid unintended ethical
pitfalls.
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While Al systems can strengthen
defenses through anomaly detection and
automated threat responses, they also

process massive amounts of sensitive
information, making them a lucrative
target for cybercriminals.

Actionable Takeaways:

v/ Form a cross-functional ethics committee
comprising representatives from relevant fields.

v Hold regular reviews of Al projects to ensure
alignment with ethical standards and
continuously assess potential impacts on patient
care and privacy.

4. Leverage Blockchain for Inmutable Audit
Trails of Al Decision-Making

Blockchain is a decentralized, distributed ledger
technology that records transactions, with each
transaction or “block” being linked to the previous one.
It then forms a chain of data that cannot be altered
without the consensus of the network.

In healthcare, blockchain can be used to create
immutable audit trails of data and decisions, ensuring
that every step of the decision-making process is
securely recorded. The use of blockchain for secure
healthcare data management allows every step of the
decision-making process to be recorded, from data
input to Al algorithm outputs.

It serves as a permanent, tamper-proof record,
providing verifiable documentation of Al decisions in
clinical settings, which is critical for regulatory
compliance and ethical accountability.

MedilLedger is a real-world example of an organization
using blockchain technology to secure and manage
data from Internet of Things(loT)devicesin
healthcare. Think of blockchain as a digital ledger that
records information in a way that's nearly impossible to
tamper with. MedilLedger helps healthcare
organizations track and manage data, such as drug
supply chains or information from loT devices, like
wearable health monitors, continuous glucose
monitors (CGMs), wearable fitness trackers and smart
thermometers.

While originally developed for the pharmaceutical
supply chain, MedilLedger’s blockchain platform
ensures data integrity, confidentiality and traceability,
principles that can be extended to healthcare |oT data
management. MedilLedger uses blockchain to ensure
that sensitive health data remains secure and
trustworthy.

Actionable Takeaways:

v Integrate blockchain technology with Al systems
to create immutable logs of all Al-driven
decisions and their underlying data.

v Enhance traceability by linking blockchain audit
trails to specific clinical events.

v Regularly audit blockchain logs to enhance
transparency in Al applications.

GRC Best Practices: Leveraging Al in Healthcare Cybersecurity —l
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Innovative GRC Strategies

for the Future of Healthcare

5. Implement Continuous Compliance
Monitoring Using Machine Learning

Manual compliance monitoring and audits are no longer
feasible, considering the amount of data used in
precision medicine. Instead, healthcare organizations
can use machine learning algorithms to continuously
monitor and detect potential regulatory non-compliance
inreal time.

The use of Al models can prevent costly fines and
maintain [trust with both requlators and patients.

It also helps prevent you from landing on the Office for
Civil Rights'(OCR)"Wall of Shame,” where healthcare
organizations that experience HIPAA data breaches are

publicly listed.

One such example comes from Children’s Medical Center

in Dallas, which faced a significant financial penalty after

multiple HIPAA violations were reported. One of the major
incidents involved the theft of a mobile device containing
3,800 pieces of protected health information (PHI), which
lacked both password protection and encryption.

Due to the improper handling of patient data and the
failure to implement adequate security measures for
employee devices, the center was required to pay the full
fine. Similarly, a sophisticated hacking group infiltrated
Premera Blue Cross computer network, managing to stay
undetected for nearlynine months.
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The cyberattack began with a spear phishing email
that deployed malware, giving the attackers access to
sensitive electronic health information (ePHI). This
dataincluded personal details such as names,
addresses, dates of birth, email addresses, Social
Security numbers, bank account information and
health plan-related clinical data.

Premera Blue Cross identified the breach in January
20715 and reported it to the OCR in March 2015.
Following the report, OCR launched an investigation
and uncovered significant issues with the company's
compliance with HIPAA requlations, revealing
widespread noncompliance within its systems. The
health insurer had to pay S6.85 million in fines.

Actionable Takeaways:

v Use machine learning tools for Al-driven
compliance monitoring in healthcare, particularly
with regulations like HIPAA and GDPR.

v Set up automated alerts for potential non-
compliance.

v Regularly update Al models to reflect new
regulatory changes.

R
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6. Develop Adaptive Security Protocols That
Respond To Real-Time Threat Intelligence

Adaptive security is the ability to respond and adapt to changing security threats. Al-driven threat intelligence can help
healthcare stakeholders shift from a reactive to a proactive stance, anticipating potential risks and minimizing damage
from cyberattacks before they occur. Al in healthcare cybersecurity also allows for faster detection and response

times.

Actionable Takeaways:
v Integrate Al-driven threat intelligence with existing security protocols.
v/ Develop automated response plans for potential threats.

v/ Evaluate and update threat intelligence models regularly to keep up with new cyber threats.

Preparing for the Next Generation of
Healthcare GRC

The new generation of healthcare is upon us, which means healthcare stakeholders have to start preparing now to be
ready for the future. It's also important to be aware of novel cybersecurity issues.

Quantum computing, a computing type that solves complex problems in fields like cryptography and drug discovery,
threatens to disrupt traditional encryption methods and expose vulnerabilities in critical systems. Healthcare
stakeholders must rethink how patient data and precision medicine records are secured against quantum attacks.

However, seamless and secure health data exchange ultimately depends on reliable GRC processes. Therefore, GRC

strategies should emphasize interoperability standards and cybersecurity protocols to protect patient information

across interconnected systems.
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Takeaways

Going forward, healthcare organizations have to
transition from a checkbox mentality to a dynamic,
principle-based compliance framework. They also
have to embrace cutting-edge technologies like Al,
blockchain and machine learning to enhance data

security and governance.

Rigorous risk assessments and updated governance
systems will further keep healthcare organizations
secure in the future. More importantly, thereis a
need for creating a collaborative, cross-disciplinary
GRC ecosystem that involves IT professionals,
clinicians, data scientists and patients.
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Glossary of Key Terms

BAA
A business associate agreement (BAA) is a legal contract

between a healthcare provider and a third-party vendor,
ensuring that the vendor complies with HIPAA regulations
regarding the handling of protected health information
(PHI).

loT

Internet of Things (IoT)is a network of physical devices
embedded with sensors and software that enables them to
collect and exchange data over the internet.

Quantum Computing

A cutting-edge technology using quantum mechanics to
perform complex computations faster than classical
computers, posing both opportunities and challenges for
data security in healthcare.

Smart Cities

Urban areas that use advanced technologies like loT, Al and
big data to optimize resources, improve quality of life and
enable innovations like secure health data exchanges and
precision healthcare delivery.

Learn more at ‘
Onspring.com ]
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